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NATIONAL SECURITY COUNCIL 

. WASHINGTON, D.C. 20506 

TOP SEGRET/SEMSl'fIVE August 15, 1974 

National Security Decision Memorandum 266 

TO: The Secretary of Defense 

SUBJECT: Improved Security of Telecommunications 

The President has been informed of the opportunities for Soviet inter
ception of critical unencrypted Government telephone conversations which 
may be carried on Washington area microwave links. He has directed 
that immediate defensive steps be taken to counter this situation. 

In that connection, he has directed that you develop, in coordination with 
the Assistant to the President for National Security Affairs and the Director 
of the Office of Telecommunications Policy, a specific program designed to 
reduce significantly the opportunities for such interception. 

The program should include near term interim measures including steps to 
route critical Government communications on cables or wire lines until 
well out of the Washington area. It also should propose more comprehensive 
long term measures including but not limited to expansion of the availability 
of secure telephones useable over standard telephone lines, and alternative 
programs for securing the microwave links in the Washington area. Program 
definition for both near term and longer term proposals should include 
technical descriptions, costs, . and scheduling information assuring highest 
priorities. 

Details as to specific near term interim measures which can be or are 
being instituted and the specific dates on which they will become effective 
should be submitted to the President for his consideration not later than 
October 1, 1974. Details of longer term measures for this program should 
be submitted for the President1 s consideration not later than January 1, 197 5. 

cc: 

7 tf-. 
Henry A. Kia singer 

The Deputy Secretary of State 
The Director, Office of Manag ement and Budget 
The Director of Central Intelligence 
The Director, Office of Telecommunication Policy DEClASSIAED 
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December 17, 1974 

1.1EMORANDUM FOR: THE PRESIDEN'r 

SUBJECT: NSDM 266 
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(JV 

FROM:. HENRY A. KISSINGER 

You may recall that shortly after you took office thi.s fall, I advised 
you that the Soviet Uni.on was actively intercepting US government 
telephone conversations carried by microwave in the Washi-ngton 
a:rea, principally from the Soviet Embassy, but probably from other 
sites as well. The volume of intercept was quite large, an'd si.nce 
sensitive information from key government agencies could be readily 
derived from aggregation and analysis of these conversations, I 
recom~ended that you approve a NSDM directing corrective action. 
NSD.M 266 directed the Secretary of Defense to take immediate 
~t.~ps to reduce opportunities for Soviet intercept of government 
telephone communications via microwave in the Washington area. 
Near term actions were to be identified by October i:· and longer 
term measures by ,:i:anuary 1. 

The Octob~r response identified 10, 000 leased government circuits 
tcrmi..n?~ti.ng i.n the Washington area for which protecH.on seemed. 
prude.nt. About 4, 000 of these cir·cuits are now on .microwave and 
exploitable. and the remaining 6, 000 are already on cable but must 
b e tagged to see that they remain there. 

·We have alr-eady initiated action to move the radio ci.rcui.ts to cable 
beginning in December. Initial estimates are that the entire moving/ 
tagging process will be c·omplete by next August, but we are working 
closely with AT&T management to accelerate this schedule. A much 
earlte!" completion date should be possible. Work on longer term 
measures to more thoroughly eliminate signi.fi.cant Soviet intercept 
opportunities .i.s continuing and seems to be on schedule for a January l 
submiss ion. 

";POP SECRET /SENSITIVE XGDS 3 
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December 17, 1974 

1 h ::L v.c r e c€::-itly been a ppri. s e:J of n ear te r m a c tions 
ta1':P. n in res ponse to NSDM 2 66, and of your personal 
efforts i n suppo:d of thi s a c tio n. I w anted to l et you 
know that I am extremely pleased wtth the rapicl 
progress that has b een a chie v ed, a nd to e xpress 
mr sin cere appreciation for your major contribu
tion to thi.s progress. 

Best rega rds, 

·1 
p·----

Hen.r y A. Ki.~~-:Jer 

Dr . Willi.am O . Baker 
Vic.:- P ::-e si.d ent for R e sear c h 
.Bell Telephone Laboratories 
ly1u:r:ray Hill, New J ersey 07971 
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MEMORANDUM FOR: 

FROM: 

THROUGH: 

SUBJECT: 

Ref: 

Attached per your request are: 

ACTION 
6082X 

December 12, 1974 

SECRETARY KISSINGER 
_j~ , 

GORDON 0 . MOE_,'{i / 
. \\ ~ ·;/ 

RICHARD KENNEDY L~1t1t 
.. ~ 

Presidential Summary of NSDM 266 
Status 

Action 5860X 

• A revised memorandum to the President summarizing 
status of NSDM 266 actions (Tab A). 

• A letter thanking Dr. Baker for his assistance on this 
matter (Tab B ). 

DECLASSIFIED 
E.O. 13526 (as amended) SEC 3,3 

MR# .D1·1tL; ti '4 

"'SC. % ' -,f1s/11 
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NATIONAL SECURITY COUNCIL. 
WASHINGTON. O.C. ZOS06 

CfOP iiPQ.JiUi?~/SENSITIVE /XGDS-3 May 23, 1975 

National Security Decision Memorandum· 296 . .. 

TO: The Secretary of Defense 
The Deputy Secretary of State . . 
The Director, Office of T~lec:om.rnunicaf:ions Policy 
The Adm.iillst:rator,. General' Se!rvices Achninistration 

SUBJECT: 
• 

Improveq Coromwrications Sectll'ity : I .. 
. . 

The President bas reviewed the status of near term actions DOD has 
taken in response to NSDlv1 266 and the alternative longe;r term•solutions 
proposed. The President conct;.~S in t\'le nea:;.· tc::crri actions· already under- . 
way to move critical Washington area govermnent ciri:uits to cable and· 
encourages continued efforts to accelerate these steps to completion. 

·"' . . 

· 1t is recognized that an award may have to ·be made in GSA'~· on-going 
competitive procurement 0£ 166 nricrowave circuits between New York 
.and \V'ashington. I! the :Administrator, GSA, concludes t~t an awa:rd . 
should be made, the President desires that the risk of disclosure of the_ 
Soviet intercept problem be Ininim.ized. Therefore, NSA and OTP should 
develop criteria perx:nitting m~mum utilization of su~h cir·cUits, while 
still protecting sensitive information, and GSA should be prepared to 
cover the cost of any unused circuits. 

Prior to m.aking decisions regarding implementation of long term measures, . 
the President has requested additional studies and information. Specifically, 
a DOD plan for implementing the Washington Protected Communications Zone 
(PCZ_) should be submitted b.Y October l, .1975. Sinc_e··'broad Soviet intercept 
of major private firm commwrications .i.s also a matter of concern, the plan 
should include costs and schedules of alternatives fo_r . secur-ing: la) all 
commercial links in the PCZ, as well as (b) o:o.J.y the portion of commercial 
links likely to be leased by the go:vernm.ent. A preliminary anflysis of the 
boundaries, structure, and priority o! PCZs in other major cities of 
pot.ential concern should also be completeeLby this date. DOD should also 
eubrnit a detailed implementation plan for kn Executive Secur~ Voice Network 
by· September 1, 1975. The plan should includ~a costs schedule for accelerated 
introduction of this service~ and should propose alternatives for expanding 

'.!ep SEG:R:E~/SENSITIVE/XGDS-3 ~lassified by: Henry A. Kissinger 
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the service both in and beyond the Wasl--..i.ngton area and for achieving. 
interoperability with other secure voice systems. Pending completion 
o! these studies and plans, and the issuance of further guidance, the . . 
President directs that there be no increase.in the .level of exposure o.(:.·-
sensitive traffic to microwave interception in those cities which.are 
candidates for future designation as PCZs. 

The DOD should i:m.mediately undertake development of ·Protected Radio 
Modulation technology to support the Pcz· concept, and should accelerate 
development of narrow band secure voice te:r~ls and compatible key · 
distribution technology to facilitate il:nplementation of an_.. interhn operational 
ESVN capability as ea:rly as mid-1977. · ·. ·; / . ; 

~ • • • ~ ·i 

Single channel radio circuits in t?-e Vvashington PCZ should be secured at 
the earliest possible time, and DOD should submit an implementation plan 
for securing single channel satellite links terminating in tjl.e Washington-
PCZ by October 1, 1975. · 

If it is decided to implement the Washington Jv!'..icrowave lnterconnect, the 
system should be designed to be fully secured at the outset, whether it is 
government owned or leased. ,, 

Approval is deferred on proposed long term measures and developments 
not addressed in this decision memorandu::n pendi:ig completion of the PGZ 
and Executive Secure Voic.e Netwprk i.I:::::..?lementation plan.s. However, 
FY 1976/1977 DOD budget allocatlon/planni:r;ig should :reflect the possible 
need for support of concept implementation and additional supporting R&D • 

• 

.. 

.The State Depc..rtment is requested to review potential political implications 
:of im.plementing the PCZ concept, and OTP is requested to develop proposals 
~permit expanded implementation of the PCZ concept with minim.al risk 
"!J! public disclosure o! the Soviet intercept problem. ·• ·"' 
~ .. >'# 
~:· ·., 

... ..... ·' . , 

/:B~ :::, 
Henrr: A;1s.-;;fn~ / · 

Cc: 

.... 

Director, Office of Management and Budget~ 
The Director of Central Intelligence 
The Director, National SecuTity Agency 

. . 
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WASHINGTON, O.C. 20506 
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National Security Decision Memorandum 333 

TO: 

SUBJECT: 

The Secretary of Defense 
The Director of Ge11tral Intelligence 

Enhanced Survivability of Critical U.S. Military 
and Intelligence Space Systems 

The President has expressed concern regarding the emerging Soviet 
anti-satellite capability and the possible threat t.o critical U.S . space 
missions this implies. He considers preserving the right to free use 
of space to be a matter of hig'h national priority. The U.S. trend toward 
increasing exploitation of space for national security purposes such as 
strategic and tactical reconnai ssance, warning, communications, and 
navigation -- combined with the simultaneous trend toward a smaller 
number of larger, n1.ore sophisticated satellites -- emphasizes the need 
for a reassessment of U.S. policy regarding survivability of ci:itical 
military and inteHigence spa.ce assets. 

Policy for Survivability of Space Assets 

The President has determined that the United States will continue to inake 
use of international treaty obligations and political rn.easures to foster 
free use of space for U.S. satellite assets· both during peacetime ar...d in 
tim.es of crisis. However, to further reduce potential degradation of 
critical space capabilities resulting from possible interference with U.S. 
military and intelligence space as sets, the President also considers it 
necessary to imple1nent improvements to their inherent technical surviva
bility.. S'Uch survivability improvements should s·upplement and reinforce 
the political measures, as well as extend the survivability of critical space 
assets into higher level conflict scenarios. 

The survivability improvements in critical military and intelligence space 
assets should be predicated on the following U.S. objectives: 

(1) Provide unambiguous, high confidence, timely warni ng of any attack 
directed at U.S. satellites; 

~/XGDS 
IJl!Cl.AllllB • 1.0. 12181 llC. u 
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.(2) ~rovide posi tive verification of _any· actual interference with critical 
U.S. military and intelligence s_atellit e capabilities; 

{3) Provide sufficient decision time for judicious evaluat ion and selection 
~f other political or military responses after t h e i n i tiation of an attempt 
to inte rfe re and before the loss of a critical military or intelligence 
space capabi lity; · 

(4) Provi de a balanced level of survivability commensurate with mission 
needs ·against a range of possible threats, incl-uding non-nuclear 
co- orbital interceptor attacks , possible electronic interference, and 
pos si'!Jle laser attacks; 

(5) Substan.tially increase the level of resources needed by an aggressor 
to successfully interfere with critical U . S. military and intelligence 
space .capabilities; 

(6) Deny the opportunity to electronically exploit the cpmmand system or 
data link s of critical U.S. military and intellig ence s pace systems. 

Planning for Improv ed Survivability 

The President di rects that efforts be initiated jointly by the Secretary of 
Defense and the Director of Central Intelligence to .prepare an aggressive 
time_~pha·sed, prioritized action plan which will further develop and imple
ment this policy fra.mework. This plan should (1) place emphasis on short
term and intermediate-term measures to enhance the su·rvivability of 
critical military and intelligence space capabilities against Soviet non
nuclear and laser threats at low a ltitudes and Soviet electronic threats 
at all altitudes, and (2) consider long-term meas·ures which will provide 
all critical military and intelligence space systems with a balan'ced level 
of survivability commensurate with mission needs against all expected 
threats, including threats at higher altitudes. 

Sh.art/inte rmediate term measures for . consideration 1n the plan should 
include, but not be limited to, the following capabilities: 

(1) • • ~ •••• • • f f • • •• I ••• o t f • 0 • • • I ••• w • • • 0 • • • 0 • ' • • • • • t • 0 0 0 t f t t 0 0 • • 0 • • 0 0 I • • • 0 • I 0 0 0 I • : t 0 f 0 0 • 0 t. I • f o • O • • • f f f t •• 0 o • • I 0 o o o 

• I •• ff ft 0 0 0 0 • 0 0 0 0 & 0 of t 0. 0 0 0 4 t 0 t ff •••• 0 t CC f Ct C 0 ••• 0. 0 0 f 0 •• 0 .. 0. 0 0 0. 0 0 t ' '0 0 t •• 0 0 0 0 0 0 o 0 t f 0 f f 0 0 0 0 •• t ft ff ••• 0 0 f. f f t 0 0 

' ' ' • • • • ' o • o • o • ' • t • f o ' o • • • • • • • • I t • f • ' • • • t f t f f • • t t t t • t • ' • • • • • f t • • • • t • • • • • • f •• I ' • • • • t t ' ' • ' • • • • • • f • • t • • • • ' ~ • ' ' • o • ' • 

. . 
...................... ········ ·······················.··········································· ··············· 
······················ ................ ,,, ............. ............................... ·························· ......... . 

···· ··············································· ····································· ········!················ . . .. 
···················· ··· ··········:····················· ······································ ····················· 

~ .: 
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.................................. ........................................................................... ............. 
(2) ... ..... ..... .. ..... . ............ ... ............ . ...... .. ..... . ... . ... ... ... .. .. . .... ........................ ' ...... . . 

.............................. , ... ···················.······················ ·· ······ ··········:··········· ··············· 

.................... ·······.·········································· ········ ··········································· 
. . 
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.. .......... ......... .................................................. .......... ................. ................. , .... 
(4) . . 

• • • • • • t • • • • • • t I t • t • •" O • • • •" t • • • • • t t • • • • t t t I t I: • e I t o • • • • f I t I I • • f I t t • • • • t f • • • • f • • • • • t • ~ • • t • .. f t t f t f 1 o 1 • t f t 1 t o of f • <t o • , o o • • 

Longer-term measure s should provide balanced survivability for critical 
space capabilities against the full range of credibl e threats. The plan 
should detail the military and intelligence utilization of specific systems at 
various level s of potential conflict and should select survivability measures 
and implementation schedules for ~ach critical military or intelligence 
satellite in accord with their scenario-related mission needs. The threats 
to be considered include threats of physical attack against satellites, either 
by non-.nuclear or laser techniques; electronic and exploitation threats 
again.st command links, data links, .and communication.s links; and threats 
of electronic or small-scale physical attack against ground stations. Con
tinued consideration sho·u.ld be given to protection against n·uclear e fiects 
from events other than direct attack, for those space assets which support 
nuclear scenarios. This portion of the plan should consider measures 
necessary to enhance the survivability of both gro·und and spaceb9rne ele
ments and should consider proliferation or back-up alternatives where 
appropriate, as well as active and ·passive measures., 

The plan should develop a · range of implementation schedule/ funding profiles 
for Presidential consideration. An initial ver s.ion of this plan should be 
sublnitt ed to the President no later than November 30, 1976. 

cc: Th~ Secretary of State 
The Chairman, Joint Chiefs of Staff 
The Di rector, Office of Management and Budget 

~/XGDS 
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National Security Decision Memorandum 338 

TO: 

SUBJECT: 

The Secretary of Defense 
The Director, Office of Telecommunications Policy 

Further Improvements in Telecommunications 
Security (TS). 

The President has reviewed the status of measures to protect government 
telephone com1nunications in the Washington, D. C., New York City, and 
San Francisco areas taken in response to NSDM 266, NSDM 296, and 
other directives. He directs that actions now underway to move critical 
circuits from microwave to cable in the New York City and San Francisco 
locations be given high priority and tha.t development of Protected Radio 
Modulation (PRM) techniques for earliest pos s1ble application in known 
threat areas be expedited. 

The President is concerned about possible darnage to the national security 
and the econo1-r1y from continuing Sovj et intercept of critical non-govern
ment cqmmunications, including governn1.ent defense contractors ar~d 
certa).n other key institutions in the private sector. The President further 
recognizes that U.S. citizens and institutions should have a reasonable 
expectation of privacy from foreign or domestic intercept when using tht:! 
public telephone ~ystem. The President has therefore dec:i.ded that com
munication security should be extended to governm.en.t defense contractors 
dealing in classified or sensitive in.formation at the earliest possible time. 
He has al.so directed that planning be undertaken to meet the longer"term 
need to protect other key institutions in the private sector, and, ultimately, 
to provide a reasonable expectation of privacy for all users of public 
telecommuni<;ations. Implementation of these longer-term plans will be 
dependent upon further Presidential review. 

Toward these objectives, the President desires that action be tai,en by 
the Secretary of Defense to accomplish the following: 

1. Immediate steps should be taken to reduce vulnerability to Soviet· 
intercept of private line comn-1unications of government contractors 
dealing in classified or sensitive in.formation. Action shou_ld be-,,,,, 

. . . ,. ~· . ' 
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taken a s soon a s possible to move circuits of critical governrn e nt 
defense contracto1·s fr om microwave to· cable in c onfirrned threat 
are as. This a ction should be accomplished without further di sclo .. 
s ure of Soviet intercept operations . Procedures for moving 
circuits s hould be modeled after procedures used to hnplemcnt 
NSDM 266. The Deparlrnent of Defens e shall cover the cos t of 
moving and secur ing these cir cuits . Only those circuits on carriers 
offering alterna te c able )~outing sha ll b e m ovecl. Selection and 
priorit)r of ch'cuits to be moved shall be e stablished by DOD bas ed 
on sens itivity o f cla ssified contract!:; and i ntellig enc e infonna_t ion 
on Soviet inte rcept operations. 

2. In o rde r to preserve an option to initiate jamming qui ckly, action 
should be taken to develop contingency plans, procure necessary 
equipment and acquire nece ssary rea.J. e state l ocations to allow 
jamming on short notice of Soviet intercept operations at the Soviet 
Em.bassy in Wa shington, D. C., th e Soviet Mis sion to the United 
Nations in Ne w York City, the Soviet Consulate in .San Francisco, 
a11d the S(wir~t residential cornpl ex in Riverdal e, New York. 

'rhe Pr e::> i.dent foxi:bt.':r directs the Director cf the Office of Telecc!n.1nunicatio~.1 s 

Policy, with the p ;:n·ticipation <tr.id a ssis tanc0 of DOD and NSA 1 to p rq)a l:'\:l ;) 

detailed Action. Plan settJ.ng forth the actions ci .. nd schedule m iles t ones necessaty 
to achieve a wi<le der;r<~e o f protection for .p 1·ivi:l.te s ector m icro wave cor.ru:nm1i
ca.tions . The Plan. should identify n eeded policy and regulatory d ecisions, 
d e scribe in d etail the 1·oles of industry and gover nrn ent, including manage.m.ent 
and funding considel"ations, and integrate the s chedule for thes e a c ti0ns with 
the t echnic al developrnent milestones. 

This Plan should be divjded into two distinct phases . Phase I shall at the 
earliest possible date provide for protection o f those microwave radio links 
in Washington, D. C., N ew York City, and San Francisco which are most 
vulnerable to exploitation by the Soviet Union, with extension to the co1nplete 
Washington> New York, and San Francisco P r otected Communication s Zones 
(P CZs) a s soon the rea fter as fe as ible. Phas e U shall provide for longe r• 
t~.r.rn p r otection of dmnestic microwave comm. unications on a nationwide basis. 
Protection sha ll b e acco1nplished without exc ess ive government intrusion into the 
private sector. The approach to securing microwave c ommunications against 
interception in Pha.se 11 should be to encourage the commercial te lecornmuni .. 
cations ca rrie rs to provide protected service offerings with the c osts of protec
t ion borne by the us er s . The government role should be oriented towa.rds· e.sfa-b .. 
lishing policy, reg ulations , and standa rdi:; ·, as well as clcve loping basi:'c - ..:· .\ 

. 
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technology as a stimulant to the commercial sector. The approach to 
securing the :pcz lnicrowave links in Phase I shall be consistent with a 
smooth transition to broader application in Phase II. The Pl.an. should 
consider all of the technical solutions for reducing foreign or domestic 
microwave intercept defined by the Washington, D. C. 1 PCZ Irnplemen
tation P lan being prepared by the Department of Defenf:ie . 

The Acti on Plan should be based on the fundamental objective of protecting 
foe· privacy of all use.l's of public tclecon:i.munications, a~ well as satisfying 
specific needs of the governm.ent. It should include a full statement of the 
fogal, political, ccono:mic and social b~sis for thi::; objedive and should 
p1·esent in detail thr.:: related. policy, :i:egulutory and legislative actions which 
must be t2.ken by various government agencies to achieve the desired pro
tection. The Action Pl.an should also provide a strategy a.nd detailed plan 
:for public explanation of governrn.ent actions for both Phases 1. and II. The 
Action Plan should be submitted fo1· consideration by the President no later 
than 30 November 1976. 

cc: Secretary of State 
Director of Central Intelligence . 
Dii·cctor, National Security Agency 
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Nationa l Security Decision M emorandum 346 

TO: The Vice President of the Un ited States 
The Secr'c~taTy of Sto.te 
The Secretary of Defense 
The Attorney General 
The Secretary of Comrne rce· 
The Director, Office of Management and Budget 
Counsel to the President 
Assistant to the President for National Security Affair s 
Assistant to the President for Domestic Affairs 
The Director of Central lntelligen~e 
The Chairinan, Federal Communications Co:rnnJ.ission 
The Director, Office of Telecommunications Policy 

SUBJECT: Security of U. S. Telecommunications 

The ):;\pi.cl grov.rth in the use of m.i crowave radio in our long distance 
teiephone system has .greatly increased the vuh-.erabi.lity of our telephone. 
con1n-1tmications to forel.gn or domestic intercept . These microwave 
links are open and can be intercepted and rec orded with relative ease 
using comparatively inexpensive, sn1all , and unobtru s ive equipment. 
It is pos sible, therefo re, that intercept operations in the US could be 
conducted eithe r by foreign countries or crin1i.nal elemen ts. The 
President is concerned about thi.s threat and has directed the following 
actions to, deal with it. 

Government cornn1unications in the Washington area have been 
rerouted fr~nTl microwave to cable, and govcrnn:1cnt communica ti.or: ~ . 

in New York and San Francisco are i n t he p r ocess o f being moved 
to cable. 

The lines of sensitive government. contractors are similarly 
b eing shifted to cable . 

Tbe Department of Dcfonse has developed <::lcctronic bulk 
sc1·amlJHng techniques tlia t can prol:ect- rnicrowave link!; on a 
cnrnprchcns ive h~t sis <tt relatively low cost. A systcn1 will be 
in !>l ;tlkd arnl t(~st.ed on a majo;· li.nk in Wa!>hington during t he 
course of t.lii.s year . 
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T he Office o! Tclecomrnuni cations Pol icy (OTP) h<:ts p rcp<:1.re<l 
an im.plcm.cntation pl.nil for us e of the se electronic scrarnbl.ing 
tcchniq u·cs on all mic1·0\.vave links in the three ar eas of S oviet 
interception activity, and a .seco nd phase to infro<luce this 
protection n G.tionwide . . 
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After revi.e\ving the status of these act i ons and t he recent re corn1nendatio11 s $:'. 
of t he National Security Counc il (NSq), the Domestic Council, an d the b 
White House Counsel, the Pres ident has dec ided that the program to (j 
p r otect US telecornmunicati.ons · should proceed as an u rgent matter. § 

New Ov e r sight Corrunittee 

T o as sure c ontinu e d priority a~tention to this important m atter throughout 
t he executive b ranch, the Pres ident has directed the establishment o f a 
j oi n t NSC/Domestic Council Cormnittee on t he Security o f US Telecom
munications , to be chaire d by t he Vic e Presid e nt. The membership w i ll 
include the addressees al"!<l suc:h additional m.embers as the V i ce P resident 
may conside r appropr iate . The C o n nnittee, inter alia, w ill: 

Provide oversight and coordination of measures in impleme ntation 
of th~s policy, 

Report pe riodically to the P .resident o·n the implementation o f the 
protection progra1n. 

Serve as the point of contact for i n terchange s with the Congress, 
the Federal Com1nuni c ations Commission, t he c ommon c arr iers 
a nd com1nunication industry, a nd others a s appropriate. 

Ne x t St eps 

The OTP imple mentation plan for wide s cale application of com1nunication 
p1·otection i s predicated on the selection of o ne of two rnajor alternatives 
for the gove rnment/ indus t ry role , 

The fi r st a lter native would m i.ninii:t. c the government r o l e throug h 
a cooperative governn.1 cnt:/industr y effort. The govcrnn1cnt would 
require gov(~rn1ncnt a g.;.:nciqs ~nd Rcnsitive gove rnn1cnt contractor~.: 
to u se approved con1n1c rcio.lly provided secure c o1nnmnication 
services . This woul d create a ~ul.>stant i<Ll rn::irket <lc1nan<l for 
s c·curc co1111nuni.cal.ion::> as v;ell as provide needed i 1nprovc111ent 

--".l '0·1·· E:1·:c1~1:·i'/XC: 1);i-·'.;(i 1.) -:~ - ·---·--~. ·-··· ----·-·. ·------.. ··-.. - -· ,,_ ...... _ . .. ··- ....... ______ _ 



3 

i n security of governn1cnt con~n1unicai:ions. It would be 
anticipated that, once establi::;bcd, market forc es con1binc<l 
with greater public aw::trencs s would work to as sure broad 
application of telephone security. The advantage of this 
alternative is the m.ini.rnal govenunental role , but a 
significant d1;awback i.s the lack of certainty that such broad 
protection woul<l in fact mater ialize . 
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The second altcrna tive provides for governnient action through G 

. 'Tl a FederaJly-mandated program. directing implementation of . 0 
approved protection techniques throughout the national microwave · ~ 
network. This approach would require irnplcmenting legislation r to 
and could require the government to make choices as to which ~ 

sectors of the private sector would be protected. ::<' 

In both these alternatives, the governrnent would establ ish policy, 
standal'Cls and regulations, would assis t the private sector by n-iaking 
government-developed crypto.graphic technology_ available for co1nmercial 
applicatio·n, and would promot~ public acceptance of the need for com
munications security by making the private sector aware of the nature 
and scope of the threat as well as the cornmercia l availability of govcrn
ment- ~pprovcd secure com.munications . Industry would apply bulk 
protection techniques to· the communications n etworks and would pass the 
added costs on to the users . 

As a firs t order of business, the Com.r:riittce is requested to evaluat e 
these options and to make reco1nmendations to the President by March 1, 
1977. This i·cport should include drafts of any proposed legislation and 
a plan for public disclosure and the elicitation of public support. 
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