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* REPORT 0 THt ERITISH AND US OHIEFS OF STAFF
BY THE BRITISH/US COMMUNICATION SECURITY EXPLORATORY GONFERENC:
SEPTEMBER 1950 . - . |

Initial exohagge of crggcograghic Information under

the following }tem heedings:
() Low Echelon (incldding Minor War vaésels) Telegraphic

Systems including Combined Assault Codes and tactical
| systems'rér all military purposes. |
(b) Merchant Ships Telegraphic Systemso
(o) Meteorological Security Systems, including Facsimile,
:Teleprlnter and Telegraph. '
(d) Voisce Security Systems for Tactical Purpoaeso
(e} Teleprinter systema rqr the exchange or Communication
| Intellipence materiala - ‘
s *® ok * - TR
| 1. 4s agreed by the Brltish and the US Chiefs of Starr,* a
British/US Conference to consider the above subjects was opened
-in Washington on the 215t September 1950,
;2,_,Summar1es of the proéeedinga at the meeting which followed
have been prepared andhtnése are held both by the Director;_
Armed Forces Security Ageney; Washington; and the Seoretary;
Cypher Policy Board; Londdh. In our estimation this conference
has beeh of unquestioned value not only in the field of Combined
Communications Security but also in the field of US and British

* US Reference: JCS 2074/2 - 27 December 1949,
~ British Rererenoe- GOS(W)SBI - 26 July 1950.

Leclassified and approved for release by NSA on 05-20-2014 pursuantto E.O 135280




@

Intra-Communicetions Securityh

3. It is recommended°

-(a,_

(o)

(c)

{a)

{e)

Thet immediately and om a continuing basis, there

be complete-interchange_oratheuteohnieal details of
the systems discussed in this conference,

This should lnolude technical visiés.

That discussion and interchange of teehnical inror~
mation on certain other items of comhined interest,
such as the security aspects of IFF and authentication

systems, be authorized.

That security evalnationa be made and ezchangad on all

items discussedo
That the U;SoaUAKo JCEC conslder and resolve as a.matéi

ter of urgency the oparational requirements in all -

- flelds of Combined Cryptographic bommunioationso

That there be annual conferences on these subjects for

the next four years, to be held alternately in London
and in Washington, the first of these to take place in

London in approximately nine months time,

4. The general recommendations in paragreph 3 above together

~with the detailed conclusions of the Confepence whioch are ate

tached aé Appendix A to this report are submitted for the ap-

proval of the British and U, Sa'Ghiefs of Staff,
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' APPENDIX A

GONGLUSIONS

A93-Low Echelon (includlng Minor ﬂar Vessels) Telegraphie

§¥stema includinp Gombined AuS&Ult Codss and Tactieal

- Systems for all Nﬂlftarx;S»rvicas

(1) No machine systam ias likely to be available for

-genéfal_combined use before 1954,

izf 1T combined systens are'fequired for any of the

foregoing purposas in the 1nterim period9 soma possihle

_systens are-
Strip
Linex
Cursex

Playfex

Running Xey Cipher

- {3) To mest the long term requirements for low echelon

combined systems selectioﬁs should be made within the next

-12 months, Some poaeslble devices ars:

DUP 1

AFSAM 7.

wPCH™
AFSAM 9
- MCM

Concert

Rollick.
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B.. Merchant Ship Telegraphic Systems - |

A machine .systen of at least equivalent security but fas-
ter thgn.curse:.:; which is under eonsiddrat;on; .should replace
¢, wnon-avas._:,aue; and that such & ‘system should be selected
within the next 12 months, Some possible devices are:

npCy®

' hi

AFEAM 7

Mo . .
G. Meteorological Security Systems, Insluding Faosimile,

Teleprinter and I'relegram' o

(1) Nd machine orypto -syatem for meteorological purposes
is likely to be avail.ébl.e for general combined uase before 1954. |

(2) 1r combiﬂed systems are required for meteorological o
purposes in the interim period; some poasibie_ devices are:

 (a) Alr<Ground - ASAD 1 |
| . Otmetoco
Alametco _

(b) Telegraph - GCM (mditl@ for weather encipher-
ment) Pencil and paper.system for
very low echelon purposes..

(6) Teleprinter - ASAM 2-1 |

(d) Facsimile - None available

(3) To meet the long term re'quiramenfs for encipherment
of meteorologiocal data, selection should be made within the
next 12 months. Some possible devices are:



(a) Alr-Grouna - ASAD 1
| Otmetdo
A_lamet&o
Any avanab.le ciphony asystem
(b) 'l‘elegreph ‘7 rotor BCM with provision for
weather encipherment
AFSAM 7
wpOM®
Sﬁl&le't. |
Pendragon -
DUP le deaigned ror weathar
enciphermont
Pencil and paper systens
(o) Telepriht_er- - AFSAM 9
ASAM 2-1
Gonc_:ert
Rol.’liok
Meroury
(d) Cifax ~ ASaX 2
NRL Cifax
METFaAX
NOTE: Selection in category (d) may not bo posj.lile until an
agreement is reached in the UK-US JCEC on the require= g
~ ments and characteristiocs for jﬂ.ain text facsimile
equipment and asscciated transmission systems for
nmeteorological use.
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(1) No oiphony system 1s likely to be available for

geneéal combined use before 195k°

{2) There are no possibilitises for suitable devices in

the interim period,

'-(3) To meet the long term requiremanta for ‘dombined

ciphoqy lystems selection should be made within tna next 12

,_fmnnthgo Some poaslbla davices are:

(a})

(v)

(o)

(a)

ASAY h

ASAY 8

Hallmark

Sorcerer

(primarily designad aa a low echelon

oinhony attaohmenm° can ba used onlyi

. over cireuits of normq;_bana width)

: (designed primarily:rdf'airﬁbrne use;

‘possibly suitable for general low
schelon use; can be used with fHF
transmission only and is capable of
group, workihg) |

{primarily designed for tactical point
to point oircuits using YKF or wide;
band sircuitsj could be.used to provide
aacurs_point to point teletype and
facsimile tfanamissions)

(primarily designed for pdint to point
oiphony ovér long and short distance
eircuits of normal band width)

6 ; APPENDIX A
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{e) aN/TRA 16 (primafily designed for microwave point
to point radie relay links, carrying 8

voice channels; can handle teleprinter
with £requency multiplex)

(£) D-70 _ {primarily designed for microwave point .
to point radlo relay. linkas oarrying 12
voice chgnnels; oan:oa::y_faeeimile or

- teldpfintér w;th-f?éQnéncy'multiplex)
- (g) TsS (p:lmnrily'deaiéned for air-to-air and

air-to;gfound voice pmiﬁacy=ays£qm with
ﬁinimum seourity of 20 minutes., -Will
_operate with any existing U.S. air-
érart volce transmitter or receiver,
on rrequenoies as low as 175 KCS)

E. Teleprinter Systems for'theAggchaggg'or;communicatibn

‘Intelligence Materisl
(1) If there is to be an immediate substitution for

ROCKEX a selectlon can be made from the following machines:
430 21 : . :
5 U.C.0, |
(2) Either machine is av#ilable in sufficfent quantity
to meet ourrent requirepents in the exchanée'br intelligence

matarial.
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REPORT TO THE ERITISH AND US CHIEFS OF STAFF
. _ , Pl 0 RATD A/ w
BY THE BRITISH / US COMMUNICATIONS SEGURIT?AFON ENCE JRngisas

SEPTEMBER 1950

Initial E£p1b

Cryptographic Information under the following item headings:

{a) Low Echelon {including Minor War Vessels) Telegraphic

Systems including Combined Assault Codes and tactical
systems for all military purposes. |
{b) Merohant Ships Telegraphic Syatems. .
(c) Meteorologlocal Security Systems, including Facsimile,
Teleprinter and Telegraph.
{(d) vVoice Security Systems for Tactical Pugpoaesq
(e) Teleprinter systems for the exchange of Intelligence
material. | \
* ' * * * *
1. 4s agreed by the British and the US Chiefs of Staff,* a
British/US Conference to consider the above subjects was opsned
in Washington 6n the 2lst September 1950. | ’
2. Summaries of the proceedings at the meeting which followed
have been prepared and thesg are held both by the-Direotbr; |

Armed Forees Security Agency, Washington, and the Secoretary,

Cypher Polic& Board, London. ,
“3ZL-In our estimection this conference has been of outstanding

value not only in the field of Combined Communicationsi but also

* US Reference: JCS 267&/2 ~ 27 December 1949.
British Reference: COS{W) - 25 sugust 1950.

Declansified by NSA/CSS : N

Deputy Assariate Director for Policy and MCW

on 20130819 by KF .
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Gb » -
in the field of US and British Intra=Communication§\&né—ws,

SIS VAT L .
iyg;g;égmaké“tha—foiié%&ng_general_recommandanignﬁJq
/hat’immediately and on & continuing basis9 there

-

be oomplete interchange of the technical details of
the systems discussed in this exploratory ¢onferénce°
. This should include technical visits. |
(b) ‘/hd/7discuasion and interchange of teohnical 1nfor=
\mation on certain other items of combined 1nterest,
suoh as the security aspects of IFT and authentication
’Ab]%fzégﬂ sysgggﬁf~;§ra fﬁ???Zﬁéfz;éﬁag?—~
(c) zghat security evaluations be made and exchanged on all
items discussaed. ;
(a) Tmﬁi;agcapﬁgoﬁathe-ﬁ&n&lm@epommneﬁmﬁhemcanferenee-he
faumz&;te_d_&.g_tneanﬁuymm_mm-m&m%h~am—t’nemu~s = Usies

T e el S —

JCEC hsa&eqneaﬁgﬂsﬂn consider and resolve as a matter

of urgenecy the‘operational ;equirements in all fields
of Combined cryptographic(éommunicationa.

(o) That there be annual conferences on these subjects for .
the next four years; to be held alternately in London
and in Washington; the first of these to take place in
London in approximately nine months time.

bo - Thehrecommendations in paragraph 3 above together with the

detalled conclusions of the Conference which ars attache ag
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APPENDIX A

CONCLUSIONS

A. Low HBchelon (including Minor War Vessels) Telegraphigc
3

atqnévigoluiia;;GogbijgduésﬁagltWCodesm@nmeactiqe;-
gfstemlwfoimall Militarvaervioes
(1) No machine aystem 18 likely to be available for
general combined uee befora 195h° L th, ¢
- {2) If oombined sy stems are required for any purpgggjin
[t el . —K
the 1nterim period A?ossible systems are;

Strip

Linex

Cursex
Playfex -
Running Key Cipher
. (3) To meet the long term requirements for low eschelon
cumbihed systems selections'should be made within the next
12 monthsoi\ osslble devices are:
OUP 1
AFSaM 7
- mpcyn
AFSAM 9
MCM
Congert
Rollieck
3 '~ APPENDIX A
Dedassified by NSA(CSS |

Depuw Associate Director for Policy and Recoras -
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B. Merchant Ship Telegraphic Systams

4 machine system of at least equivalent security but
WA Ao/ WW”W’V\

faster than &ursex should replace it, when availa'ble9 and
that such a sygtem should be selected within the next 12
monthsoj\Posaible devices are:

WPGM"

DUP 1

AFSAM 7

MCM

C. Meteorological Security %ystema“ Including Facsimile9

Teleprinter and Telsgraph

(1) No machine ecrypto systém for meteorological purpdses'
is 1likely to be avallable for general combined use before 1954,
(2) If combined systems are required for meteorological

purposes in the interim period,, possible devices are:

{a) Alr-Ground - ASADAI
‘ Otmetco’
slanetco |
(b) Telegraph - CCM (modified for weather encipher-
ment) Pencil and paper system for
very low schelon purposes.
(o) Teleprinter - ASAMizal
{(d) Facsimile m-ane available
(3) To meet the long term requirements for encipherment

of meteorological data, selection should be made within the

- next 12 months. %?ossible devices are:;

APPENDIX A




{a) Air-Ground = ASAD 1

Otmetco

Alametco

{b) Telegraph - Bvﬁf‘ 'h provision for weather
' encipherment

AFSAM 7

"Pmi"

Singlet

Pendragon ‘
buP 1 = designed f@r.weather
ancipnérment
Pencil and paper systems
{(c) Teleprinter - AFSAM 9
 ASAM 2-1
Concert
Rolliek
Meroury
(d) Cifax - ASAX 2
NRL Cifax
| METFAX
NOTE: Selection in category (d) may not be possible until an -
agreement is reabhed in the UK-US JCEC on the requirs-
ments and characteristiés for plain text faosimile:
equipment and associated transmission systems for
meteorological use.
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D, Yolce Security Systems for Tactical Purposes

(1) No oiphony system is likely ¢o0 be available for
general combined use before 1954,

(2) There are no possibilities for sultable devices in
the interim bariodn‘ _

{3) To meet the long term requirements for combined
oiphonyj;ﬁg&ggf’ggleotion should be made within the next 12

months. Posslble devices are:

A .
(a) ASAY L (primarily designed as a low echelon

ciphony attachment; can be used only
over oircuits of normal bandwidth)

(5) ASAY 8 (designed primarily for airborne usa;

.-possibly suitable for ganéral‘low
echelon use; can be used with VHF
transmission only and is 6apable.or
group working)

(c) Hallmark (primarily designed for tactical point
to pointvdircuits using VHF or wide-
band ocircuits; could be used to providse
secure point to point teletype and

. facsimile transmissions)

(d) Sorcersr (primarily designed for polht to point

ciphony over long and short distance

circuits of normal band width)

6 "~ APPENDIX A
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(e) AN/TRA 16 (primarily designed for microwave point
to point rédio relay links;_carrying g
voice channels: can handle teleprintef

| with frequency multiplex) :

{£) D~70 (primarily designed for misrowave point
to point radio relaey links, carrying 12
volce channels; can carry fecsimile or
teleprinter with frequency multiplex)

(g) 7Ts8 (primarily designed for air-to-air and
aifutoaground voioé pr;vaoy system with , .
minimum security of 20 minutes, Will -
operate with any existing U.S. airj

craft voice transmitter or receiver,

on frequencies as low as 175 KCS.) :
E TZQ;?“, e g YALCE @w&\wﬁ W
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