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REF ID:A522534

—IOP-SECRET- -~ SECURITY—INFORMATTION-

11 September 1953

MEMORANDUM FOR MEMBERS OF THE U.S. DELEGATION
SUBJECT: UK/US COMSEC Conference

Forwarded herewith is a copy of a UK paper reviewing the present
status of UK cryptographic equipments. This 1s an advance version

which has not received final approval and is subject to amendment

both before and during the Conference.




PART 1. LITERAL CYPHER MACHINES.

A small hand operated off-line taps printing cypher machine with
an electrical permuting maze designed for low echelon use. Electrical power
to opsrate the maze is derived from a self-contained 45-volt dry battery
good for over 100,000 operations. The cryptographic unit consists of an
eight 26-point rotor maze with a crossover at the cypher end; the rotors
step in two four-rotor cyclometric cascades. Each rotor consists of an
insert and a housing; the insert is selected from & set of sixteen and can
be fitted in the housing in any one of the twenty-six possible angular
positions, the housing is fitted with a rotatable alphabet tyre,

Size of machine: 13" x 4" x 74" Weight 22 lbs,

Production State: No orders will be placed until after completion
of user trials in September 1953. Production
will start eighteen months after placing of
firm order.

Security States: At 1952 Conference both U.K. and U.S. agreed
that security afforded was inadequate. Since
then the crossover has been added and it is
now the U.K. view that security 1s adequate
for the purpose envisaged.

2. Power Driven Machines,

(a) TYPEX 2.

A power driven keyboard operated tape printing cypher machine
with a five 26-point rotor reciprocal psrmuting maze with a pluggable
reflector. Rotors consist of a2 housing with a rotatable notch ring and
alphabet tyre into which can be fitted reversible wired inserts selected
from a set of fourteen. Only three rotors turn during the encryption of a
message. The cryptogram is arranged in groups of five letlers, a check

printer is provided.
3% x 2' x 1¥ 30 160 lbs.

Production State: No more of these machines will be manufactured.

Security Stats: At 1952 Conference it was agreed that used
with Simplex (one-time) rotor arrangements and
message settings the equipment was securs for
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The general purpose U.K. cypher machine; similar to the Typex 2
except that all rotors turn during the encryption of a message and a
pluggable crossover is provided at the entry (and exit) to the mazes.

Security State: U.K. view is that the machine is secure for all
classifications of traffic provided bisection
and variable spacing are employed. There is no
U.S. assessment,

(c) PORTEX IIA.

A keyboard operated motor driven version of the PORTEX I.
Operating spsed 130 characters per minute.

Status: One development model constructed. Adoption of the
machine depends upon policy for the adoption of
PORTEX 1.

(d) SINGLET.

A ksyboard opsrated motor driven tape printing cypher machine
having a ten 36-point rotor non-reciprocal perruting meze using re-entry
technique with a pluggable crossover at the cypher end. The keyboard will
provide for the encryption of the full combined teleprinter alphabet as
laid down in ACP 126 plus the punctuation marks, comma, colon, question
mark, quote mark. In addition, the letters J and Z will be recovered in
the upper case and facilities will be provided for encrypting carriage return
and line feed. The cryptogram will consist of letters arranged in groups of
five; a check printer will be provided. Inter-operation with AFSAM 7 and

PENDRAGON will be possible.

Estimated size and weight: 2% cu.ft. 75 lbs.

Status: A model to comply with the latest specification (agreed
in April 1953) due for demonstration March 195L.

" {e) PENDRAGON,

Major office variant of SINGLET. Operates automatically from
tape input and designed for use with both one-wire and five-wire teleprinter
ancillary equipments. Will interwork with SINGLET and AFSAM 7.

Estimated size and weight: 3 cu.fte 100 lbs,

Status: A model to comply with latest specification (agreed in
April 1953) due for demonstration June 1954.
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PART 11, TELETYPE TELEPRINTER SECURITY EQUIPMENTS.

3. Non-Synchronous with Electro-mechanical Crypto-Components.

(a) MINSTER.

Interim equipment for on-line non-synchronous (start-stop)
point to point usage over wire circuits. Half-duplex operation. (rypto-
component is a rotor maze generating additive key using six 31-point double
rotors, Maze steps at alternate encypherments.

Estimated Size and Welght: 2% x 2* x 3% 150 lba.

Devalopment Status: Devblopmant complete. Flacing of contracts
awaits clarification of user requirements.

Security Status: At 1952 Conference U.K., stated security
acceptable for intended purpose, U.S. required

further siudy.

thOTE: Possibility of re-designing MINSTER with a psrmuting
maze and 32 or 36 point rotor is under investigation.

Non-Synchronous with Electronic Crypt

(1) PHILOMEL (modified ROLLICK).

Non-synchronous equipment using subtractor {additive) key
derived from an electronic key generator (single TUTTE)} employing mlti-
cold=cathode tubes. Cypher setting is changed by means of plugs and
counter settings at the beginning of each day and after outage; to minimize
the number of reset operations a character counting device is to be fitted
to enable operators to regain synchronism on the original key cycle following
temporary loss due to line faults and operator srrors. This new method of
resetting replaces the random generator setting., To limit the dangers of
insecure radiation the equipment is being arranged to be capabls of use on
either a d.c. or a tone-keylng basis. The equipment can be remotely con-
trolled from the teleprinter position.

o-Component.,

4o

Size and Weight: 4! 6% x 19" x 12" 250 lbs.

Dovelopment Status: Contract for 115 equipments placed and due
for completion May 1954. "The first 50/60

will require retrospective action to incor-
porate the character counter and tone-keying
modifications.

Security Status: U.K. view ie that the squipment 1s sscure for
use over wire circults on which there is little

chance of continuous interception of the trans-
mitted signal by potentially enemy psrsonnel
and provided the plug and counter settings are

chenged at every th‘”r‘<,4,
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quipment with Electro-Mechanical Crypto-Component.

5. Synchronous I

(a) Circuit Mercury.

3ingle channel duplex, synchronocus equipment operating at rates
of 45 or 50 bauds. Accepts 31 characters {excluding blanks) from remote
teleprinters., DRDoes not provide traffic flow security. Crypto-component
consists of two rotor mazes, one with six 3l-=point double rotors for
encypherment and the other with four 3l-point double rotors for motion
control. Uses relay 5/32 translators. Used by the Air Ministry over long-

distance radio teleprinter circuits,

Size and Weight: Two 2? x 2% x 3® consoles and one 6' x 19" rack
per duplex terminal. Wt. approx. 400 lbs.

Status: In use and in production.

Security Status: At 1952 Conference both U.K. and U.S. agreed
the squipmant was secure for traffic of all

classifications. Authoriged for passing NATO
traffic °

(b) Apparatus 5 UCO Single Channel No. 1.

Single charnel duplex synchrcnous equipment using random ons--
time five unit tape for cypher key. Accepts 31 charactera {excluding blank).
By using a magnet operated tape reader, facilities for the encryption of all
32 teleprinter characters can be provided. Designed to give traffic flow
security but this facility has recently been found to be inadequate and a
modification unit is being designed to rectify this deficiency. Equipment
is used on long-distance telegraph circuite over radio and wire when the
transmission error rate renders start-stop equipment unsatisfactory.

Size: One 6% x 19" double sized rack per duplex terminal.

Status: In use and in production at rate of six equipments per
month., ZExisting orders will be complested early in 1954.

Securit; Status: At 1952 Conferencs both U.K. and U.S. agreed that
the equipment was securs for all classifications of

traffic subject to adsouate checks of the standard
of the one tims tape. Released for use by HATO
countries subject to adequate safeguards against
insecure radiation,

6. Synchropous Equipments with Electronic Cryptographic Component.

{a) ARTICHOKE.

Twin channel duplsex synchronous system using subtractor (additive)
key derived from an elsctronic key generatcr {double TUTTE) employing maltd-

cold~-cathode tubes. Accepts 31 characters {excl rom remote . e
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start/stop teleprinter ancillaries or 32 charactsrs from tape. Operates at
50 or 75 bauds, and provides traffic flow security. Basic cypher setting
of each key generation achieved by means of 27 chosen from a set of 80,
subsidiary setting controlled by a quasi random setiing of the counter and
64 position cyclometer switch which is advanced one position for each reset.
Plugs are changed coapletely after every &4 resets. To be employed on long
distence radio and wire teleprinter circuits.

Sdze: One 7% x 19' double sided rack per twin channel duplex
system. For vehicle installation the equipment can be
mounted on one double-side 5% 3 rack and one single sided
l‘.' 8" racko

Status: Engineering ("Ar) model demonstrated in 1952, Service
trials of mamufacturers ("B") models due for completion by
October 1953; production at 6 per month due to start

July 1954,

Security Assessmsnt: At the 1952 Conference U.K., assessed the.
equipmsnt as secure for combined commmnications: U.S.

required further study.

(b) Qo;;gggor NOoéo

Key Tape Eliminator for use with Apparatus 5 UCO. Consists of an
glectronic key generator (double TUTTE) similar to that used in ARTICHOKE.
The setting of the key generator is identical to that in ARTICHOKE except
that the quasi-random setting of the counter ias replaced by counter setting
according to key lists. Synchronous operation is derived from the Apparatus
5 UCO, traffic flow security is provided. Slightly modified the equipment
can be used independently as & self-contained start/stop on-line teleprinter
cypher devics.

Sige: One single sided 6% rack, but probably with auxiliary unit
for start/stop.

tatus: Development models due for completion September 1953.

Security Assessment: U.K. view is that equipment is secure for use on
point=to-point circuits for traffic of all classifications.

U.So. require further studye.

7« Self-Synchronising and Autoclavic Equipment.
(a) JINCUBATOR (late CHEAPEX)

A start/stop cypher text auto key over/over Simplex teleprinter
cypher device. The objact of the device is to provide the maximm security
at a minimim cost and to this end the increased error rate inheremt in a
sslf=aynchronising system of this type is to be investigated - the delay line
from which the cypher key is derived is forty slements long. A transmission
srror my cause an extended garble. Ths garble featurs limits the use of th

squipment to good quality wire and radic circuitsOPSEGRET-CONTROLMUMBER ~ - //- /0
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Sizes Not yet determined.

Status: Two breadboard models are due for completion in August 1953,
magnetic binary circuits are being employed for the delsy
line and hard valves for the remainder of the equipmesnt.
These equipments will be used to determine whether the
garble feature can be accepted in practice.

Security Status; The U.K. consider that with minor modifications,
the equipment as belng developed will give adequate security
for the next five ysars for traffic passed over low achelon
networks of classifications up to and including Top Secret.

8. Off-Line Equipment.
() ROCKEX.

An off-line teleprinter cyphering squipment using a six wnit one
time key tape. Accepts 31 characters and by means of an elsctronic stunt
suppression unit produces an all-letter cryptogram in five letter groups, ten
groups to the line and five lines to a paragraph. A new unencyphered sequentlal
indicator is used at the beginning of each paragraph. Operatea at either
Creed or Teletype speed. S5-wire and electronic versions have bsen produced for
use where there is a danger of interception of radiated plain text signals.

Status: In use and in production.

Security Statuss At 1952 Conference UK and US agreed that the
equipment was securs for ths encypherment of traffic of all

clasaifications subject to sdequate security checks during
the mamufacture of the one-~time key tape.

PART TII. SPEECH SECURITY BQUIPMENTS.
9+ Jocoder Systems.

(8 ) MGLEO

Single chamnel duplex fixed plant apesch security system for use
over land lins or long distance HF radio. Requires one 5 Kc or two 3 Ke
transmission channels. Uses a 12 channel vocoder (10 spectrum and 2 inde-
perdent pitch channels each quantized into 9 levels). Crypto-component
conaists of 12 independent random keys furnished on 35 mm. film. Tube
conplement. approximately 2000.

Sige and Weight: 14 bays of equipment either fixed plant or 3 special
vehicles.

Statvs: land-line trials carried out in U.K. over period March-July
1953, Radio trials scheduled for early 195k. Only four
equipments to be completed; size, weight and administrative
problems preclude general adoption of this equipment.

UMTTR. . -t/
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Security Statust At 1952 Conference U.K. and U.S. agreed that
equipment is secure provided key film is subjected to
adequate checks during memifacture.

(b) SOBCERER.

Single channel full duplex speech security equipment for use
over land lines, short and long haul radio circuits. Uses nine channel
vocoder (8 spectrum and 1 pitch). Crypto-component will be Convertor No.5
supplying additive key.

Status: Two models for demonstration on a back-to-back basis, esach
consisting of four racks of equipment are due for completion
in Autumn 1953 It is hoped that the final model will be
considerably smaller.

Security Assesamsnt: The U.K. view i that the equipment 1s secure
for its intended use. The U.S. require further study.

1C. D_ig‘_e_ct;x théﬂﬂl §zgtema.
(a) ELUE BOY (D.70)

Twelve channel full duplex microwave radio relay speech security
equipment. Twenty=four teleprinter chamnels may be furnished by time
miltiplexing in lieu of one telsphorne channele Speech channels are quantised
to 32 PCM levels. Each charmel is sampled 7000 times per second, resulting
in a totsl rate of 420 kilobands. BEaploys an electronic key generator (TUTTE).

Status: Two repackaged developumant models of the key generator
due for completion by end of 1953.

Security Status: U.K. view is that the equipment is secure for its
intended usa subject to & review in fivo years. U.S,

require further study.

(b) JRUMPETER. A development project whose ultimate aim is to provide
a low achelon airborme or ground push-to-tallt speach sscurity equipment.
The crypto=-component will consist of & cypher text autc-key device. The
method of spsech coding is not yet decided.

Status: In the aarly developmerni stage. A firat development model
of the key generator employing gas tubes due for completion
October 1953,

Security Status: U.K. view is that subject to the incorporetion of
certain modifications in the production model of the key
generator, the equipment will be sacurs for the encypherment
of low echolon traffic for the noxt five ysars. U.S. require
to study the proposal.
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Single channel, self-synchronous push-tc~talk spesch security
equipment. Speech is sampled at 33.3 Kco rate and is quantized by a delta
modulation schems. Noiss is injscted along with its speech input. Encypher-
ment is provided by thres auto-ksy stages in caéscade. The egquipment is
primarily designed for use over tactical line of sight redio circuitse.
Alternative methods of operation are possible.

(1) 1dne of sight radio: Push to talk keyer at each terminal.

(2) Special wire lines (4 wire): Full duplex with different keyers
at each terminal for semd and receive.

(3) when additional security is required for line or radio:
Full duplex or push to talk with two keyers in serles at each
terminal for each direction of transmission.

Size and Weight: Delta modulator 200 x 16m x 14t 80 lba.
Each keysr unit 20" x 16™ x 14" 107 lbs.

Prodgétion Stetus: Preduction prototype models due for completion
Summer 1953 Production of sufficient models
to permit full ecele trocop trials dus to start
19540 ’

Security Status: UeKo consider equipment gives adequate security
for pointe=to=point low echelon use. The U.S,
recuires further study. When two key generators
are used in series much higher security is
pmﬁdwo

(d) PICKWICK.

A single chamnel duplex ciphony system for use on special land lines.
Its primary function is on short distance circuits botween special subscribers
within, say, the London area. Speech input is Dalta pulse code modulsted with
sampling rate of 15,000 per geconds Bingry cypher key is derived from 4 self-
synchronous HALIMARE II style rings of length 32. Transmission system will
probably be 4 level at 7,500 bauds.

Size: Ome 6! rack (doubls sided)

Productjon Status: Two development mcdels due for trial August 1953.

Securdity Status: U.K. assessment incomplete. U.S. will require study.
PART IV. FACS o

11. MOUNTEBANK (late METFAX)

A system for the encyphered transmission of black ani white
meteorological charts end similar data. Transmitted signal when in single
channel binary form is at about 1,000 bauds. DagheSBOREPX MmOk yiapdard = ., r
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facsimile eguipment and to meet & requirsment to transmit charts 200 x 16v
in ot more than 30 mimutes with @ definition of 100 lines per inch. Crypto-
componsnt supplies additive binary key derived from an electronic key
generator (TUTTE)o The msthod of starting the key generator in step is a
frams synchronising system similar to that used in ASAY 8 (X-3).

Size: 2 racks 6? x 20v (1 encypher, 1 decypher)

Statugs Trials using development models being carried out over radio
during the period July to December 1953,

Security Status: U.EK, view i3 that the equipment is secure for its
intendad useo U.S. reguire further study.

T Vs C T o
12. One~Time Pad Production Fgquipment.
(a) IRDMER.

Represents the first effort towards utilising electronically
gonerated randam signals for the production of one~tims pads. Source of
signals is an eloctronic randomizer similar to that used in several other
applications (e.ge 5 UCO key taps). Outpul is printed on wide carriage
electromatic typeswriters. Format programming is controlled by a unit using
new type yoteary line finder telephone switches.

Ststus: One multiple equipment opersting five independent outputs
has baen constructed. Mathod of bringing it into opsrational.
use is being stidies.

Security Status: U.K, view is that subject to adequate checks of the
output the aquipment is secure for its intended purpose.

13, One ™= uetion jrments.
(s) BOCKEX KEY GENERATOR.

Equipmsnt for preducing randomly perforated Zive-~level tape.
Source of random input signal is an unstable multi-vibrator requiring critical
adjustment. A ssparate source is provided for each stream of holes in the
tape., Paragrephing is punched inte the tape and i3 accomplished by the

raragraphing unit.

Status: Equipment currently in use and adequate supplies exist.
No further production contemplated.

¢ Subject to adequate checks of the tapes during
production the equipment {3 conslidered ssecure by both U.K.

anxd U.S.
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Equipment for producing randomly perforated five-level tape
with sams type of rendomizsr as used in TRIMMER., A pulse generator is used
to time the random scurce from the reperforators which are free running with
clutch locked out. Perforator operating speed is L00 characters per mimite
(same as rate of usage). .

Status: 200 produced. No further production contemplated.

sacurity Statug: Subject to adequate checks of the tape during
production the equipmsnt is considered secure by both
UeKe and U.S.

14, 5 UCO Tape Checking Equipment.

lilgh Speed Checker.

Electronic, high speed checker for 100,000 character spools of random
tape used in the Apparatus 5 UCO No.l. Makes the following counts and
prints out the resulis:-

(1) Plain stream (5 counta)

(2) Delta streams (5 counts)

(3) Combinations 1l amd 2, 2 and 3, 3 and 4, L and 5, 1 and 3, 2 and 4,
3and 5, 5 amd 1 (eight counts).

(4) 15 consecutive dots in delta stream (5 counts)
(5) 3 consecutive strikes in delta characters {1 count)
Status: Throe equipments built, fourth in course of construction.

P o NEW °
150 I.Fa s ng Xo COjd_g C!Mgz fO: Mods Ic

This is a smell mechanical 26 point maze of 5 rotors. It is driven
by @ clockwork clock and the drums move at the code changing interval. It
has not been finally decided whether this will be 5 mins. or 15 mins. The
maze has a 5 wire cutput to produce the 5 unit binary codes required. It
is used at ground radar I.7.F. interrogators and in airborne transponders.

gize wolight: As smll and light as possible. In ctice

it may be a cylinder 4%/6Yv Dia. and about 77/9" long.
Presgurissd. Whe under 10 1bs.
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Pavelopment Status: First development models should be avallable
mid 1953, tut clock may be later.

Seacurity Status: U.K. consider it cryptographically adequate for
its function. Mein security issues are not crypto-

graphic and involwe basic I.F.F. Mso X programne.
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