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A Maj:or Comsec.· Challenge: Secure Voice 
C/71- - 1 ] s l 

Washington DC's firs< private celephone 
!ine-betwe-en che office ot che Army's chief signal 
officer and Forr Myer, Virginia {then Fort 
Whipple)-was connecred in October l 877, j use 18 
monchs after Ale.xander Graham Bell received che pacem 
on hi~ invention. Yee. ~tra.nge as it :nay seem. Herbert 
Hoover was che fim U.S. Preside.or ~o have 3 celephooc 
installed ar his White House desk. His predecessors 
Wilson. Harding and Coolidge used a phone booch down 
che hall. Over fifty years elapsed berween I.he firsc 
military applicatioll of the telephone and che insca!lation 
of a hand.~ on the- President's. desk. Couldo'c happen 
tcxby, you say? We~almosr. 

The- first cryproppbi.callY: ~rure voice circuit ~ame 
operational rowarcf. the lattes:- part' 06- World War Ir. Yet 
i r wu mir U11Ji1Some-20 y~ later that chc Presi.den t was 
abt~ ro pl.ace-a. serure-_tel~pbonc-caH without leav~ng his. 
office: Why thed:ciay?-

Secure- Voi~ Lag· 

Withwoia-comr:nunieati00>ie.thC".falim- ef both radio 
and- telephone- b~ commouelaEe item~· in Aroctican 
ho mes for- more rhm four: decades, why has- 5ecure voice 
lagge<l so far behind? And t~. behind ic has! AJ of ch.is 
date, less chan 1 % of the ttlc:pbones in U:ic Department of 
Defense'. att cryptographically ~cured. And only an 
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Secure Telephone Comm.unicctions 

Tty1ng IO pipe encrypred voice over a pair of celephone 
wires is like trring co puc all of {he Los Angeles freeway 
lraffic on a rural Kansas road lt the same time. Whereas 
normal tekphone corw<:rs;itions require on!v the ~:i::il 

road I a pair of wires) :·or u<>:)sm1ss1on. sec:i:e ·: o~t:== 

requires i!OVWncre frorr. five -0 {WCnty :jmcs mor~ 

deccronic ~pace or. in <el{'phone IJn~uage ... or.:id-:vidth .. . 
The reasoo is simple cnougb: the process o.f convening 

(he voice signal tO a form .suicable for encryption increases 
sign i ficanc ly c he size (baadwidch) of c he original signal. 
So far the available choices· for getting around:- tfus. 
problem. have been limited. ta two·. 

One of- thcsC- is to· force the secure voice si~~40wn-.. , '.: 
the rural roa.cf:by cutting: a..wa:.y ·aJl.-bu.t ~~~li::.·,-:1~ 
essential· elements. of origin.al 11oice signal ~ ir is. . .. 
encrypted. Thett the exparuion caw.ed· by prepar.i.a§'.d1c 
signal· for encryption onlr . rcru.ms ir c<> its origtnal size. 
This is referred to· in the communications· wocld- u the 
'· narrowband'· a:pptoach.. Circuit$ of this- cype- are- being: 
used t~ay, buf'the-resuh:.s acc·poot'. The·voice taka on.a 
choppy, Donald Duck sound. If you have-evtt talked long. 
dinance- over the- AUTOSEVOCOM-:tekpho~. the 
chance! are that your cal! was encrypted wicfi. chis 
cechnique and. you probably had ~ome difficulty in 
undemanding and being understood. 

estimated 5-83 of the· tactical military radios in the A second choice uses the wider signal as is. TJii.s ~oJves 
U.S. A.rrdy are curreotl)' secured-a fact which allowed the voice- quality problem but has i.ts own drawback-it 
che out-gunned. uneducaccd, relatively ill-equipped army com far coo much for most applicatioo.s. The high cost 
of che Vjec Cong to repeatedly: degrade chc effectiveness seems primarily froro the ha.ct that this roluti.on . .. 
of one of the most powerful· fighting forces in the world cooccptuatly. includC3 ka.s.iog or buying commercial 
through. the imaginative use o( coromunicauons cc~phooe Jines and "stacking'.' them so that together. they 
incelligdllce dCEi.ved~ ·from ous:. plainteltt'. traffic. Why, c.aa accororoodate-· ~ .°QfK!:~ ,sigpal. ~ .... ~~~~· · ~;. 

then, h.~~~:..7-,J. )iot ~c;e'ard~" ~~-~~~:. ~·oic( · app~ i.s .a~:-~-~~~t),j~~;~. ·· ·-~~',~,~> . 
comm1u,~" ~r .. _ .~; 1--1-=: , .;~.-~_,~, 1·. · · · ' :. it-hai-lo D-e li~t0's1t • . - • · ,,,... ' • -~ffil!lii>ty ,., •. : 
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is essential and the ve~y high line rental expense can Oe 
justified. 

A diffcrcnr crypto-equipmem is required for each 
of r.hese cwo voice encrypcion methods. The AUTO­
SEVOCOM system used today to pcovide secure voice 
fo r DoD and some other U.S. Goveromenc Deoan· 
mencs and Agencies, uses a mixture of both cechniques. 
This system accounts for the l % secure celephones in 
DoD, a figure mentioned earlier. The unfortunace 
fact is that it simply costs coo much to do more. 

Bue ic is painfully obvious thac noc securing these 
communications is costly, coo. And the biggest part ot't':ie 
cost is not measurable in dollars . The i ncelligence value of 
dte informacion readily avail.a. ~le from Q,!![_ -~~s~c_:::;~ 
·:oice communications is creme'iidous-io much so iha: 
che problem has received att~~onac che cop leveh o( 
governmenr. b l 97 l che United States Cor:i munic?.tions 
$(-curicy Board became sufficiently concerned co escabli~n 
a nacional policy stating that "all military voice radio 
systems and. civil governmencal communications wnich 
carry traffic of significant intelligence value will be 
secured." This has. had che effe<:t-or increasing lhe 
~i-ori~y of effom in NSA and throughout •he resc of the 
goveromem co overcome the obscacles which so far have 
made widespread secure voice eco.nomically infeasible. 
The new policy was a major step in the righc direccion, 
but there was scill a lor of ground to cover, much of it 
cechruca!. 

The ideal solution, of c:ourse, would be co find ·an 

microwave co 1nocher point. where lhe conversations are 
chen sorted· an<l disuibuted by wireiine. This is done in 
ooch che U.S. and abroad . It is simple enough lo:- an 
:nterceptor w sic somewbere near the microw~ve 

~ansrnission oath and record che entire bundle wich 
:! iacively u~P-histic~c~;-~~expensive equipf!l_!nc. 1-ie ;:an 
!ven select che chanaels of special inceres;: •o ;,im foe 
special attention. He spends lirde and coilecrs rnuch. 

it might be of inceresc co p<>i nc ouc thac the telephone 
calls of rhe government organizations ir. Washingwn . . 

7 

: ncludiog rhose of che Pencagon. Srar! Depa rcmenr, rhe 
White House, CIA J.nci ochers. are transmiltC<1 Dj' 
!Ilicrowave (0 points 01.1tside ~he \Y/ashingcon area . ;:: is 
probably not jusc coincidence 'hac :~e _SovicNSA25X l 
:.;cquire~ reai est~te on c.- ."~ar <h~ :ran5mi ss1.on NSA2 SXJ 
cnosr oi chese m1crowav1: links ~oa nave :nea :<.. " "''! "- -" 
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.. ~.c_onomical war to encrypt speech wichout having co 

l. - • increaseth'esize of the srgnal·. Among other benefits, chis 
t "!.'~, would allow-Tulr~f the massive telephone 

~ : 
communications system akeady existing in this country 

~ . 

~· 

and abroad. 1n effecc, any telephone handset anywhere 
could then be converted for~eas a secure voice terminal. 
Acceleraced research'· irr- both goveromenc and private Ac the- momem, the application of this bulk encryption 
industry is underway. now, but chere are still some cechnique is limited. We do ic by combining an existing 
formidable cechnical and cosc problems to be solved. We crypco.equipmenr with some commercially manufactured 

'• ciinnot expect to see production quantities of operaticnal co~oents already available. Wittlchis system. ;,,e can 
hardware before the ~riTt9sos. · --.. --- .... ----· --- · .. · - now b~cry·~-~~econversauons simu1taneous1y ~ 

But 'iniistwe-wait "WUi"C°Chen co begin to do some- Today, to encrypt cnoce ·cfiinnels we have to add more 
lhing? The answer. forcunacely, is no. There are some equipments, which is costly. Thus, :is in other voice 
things chat can be done now to deny to the un- encryption technique!, economics necessarily plays an. 
authoci7.ed listener a large volume of unsecured voice i1J.1po.rtant role in limi~ng i~·appiieation. · --
communications transmined over microwave links, which Some rather sophisticated studies have oeen conducted 
are now boch easily accessible to him and very lucrative in in an attempt to rank the existing U.S. microwave links 
ce.rms of incdligence content. around the world in term~ of the degree of threat against 

To understand this situation it is only necessary co chem. che e:inenc of the(r vulnerability co chat threat, and 
know that it is common practice both in the commercial the intelligence value of their products. fo lhis. way a 
and government-owned systems for '.conversations..frnm strategy for g~i ning maximum .. ~netit ~rom limited. 
many individual ,rt;leph.<?n'c: instrumenu:-co be --~~!"id.l~,'. ·" resoucc~: .. nas be,en applie~!" ~~~.~$ c;ryptQ;equ'ipm~n.t · 
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of t!ie current syscem is in the final developmencal scages. 
When chis svscem fWALBURN) is implemenced. ic wii! . ~ 
oermir the encrvpcion of more channels ac less cosc <Jer 
~hannel. . ---·-·--~· 

In summarv. chen. comoarativelv few or our relenhone . . . 
communications are now secured. These :.:nsecurea 
communications are known co be a major source or 
! ncelligence for foreign interceptors and an eas v ::an::ec ~or 
spoofing or imitacive deception. The problem in pro\·idin~ 
securic•1 for chese communicacions is both technical Jnd 
economic. :i.nd J permanent solucion is noc e:cpected 
oefore •he earl•: or mid 1980s. In chc interim. buik 
::ncrl"ption ot ~elecced microwave links w;d Lier,\' <i~e 

;n:~!·cepror some of the more lucrative Jnd Jccessibie 
;ources 11ow available co him ~tt rdacivelv lietle cost · •r 
~isk. 

Secure Radio 

3uc nm :dl ~·oice communicacions :1ave m be done h•. 
eek phone; ~here is J.!so che radio. ·The predominam 
.ipplicacions here are in tactical milirnry operations where.: 
cht cransmissions are limited co a rel.i.tively local :!rt:i. 
:\It hough rhere are no transmission lines co limit the space 
available for a radio signal, all is not peaches and cream. 
for, in che HF portion. of the radio frequency spectrum. 
for instance, where commercial AM radio operates and 
long-range transmissions are possible, the spectrum is "ery 
crowded. Here che excra bandwidch ·. required by the 
encryption process is a very real limitation. To get around 

~· . .. . : . ;-: 

SECtt! I 

:n1s we have cieveio?ea .! crvpto-equ1pmenc callee! 
?:\RKHILL. whi(n 'c:t:ures the ·:oice s11:nal without 
expanding che signal size. The voice qualicv is ver•1 gooc 
.tna che costs. while :-im ;nsignincanc. :.1re ml!· relacivei·: 
.w:ra.:cive. The Secrernrv or· Deiense approved ·1 

?rocuremenc program rhac will .-ichieve securm· r"or too% 
·Jr ~he critical r:aciio nets operaciri.g in the· i-iF percion o~· 

:he radio freouencv spectrum. Produccion deliveries :ire 
;freduled -~ begin. in the i:rncr parr Jr ; o-(). 

?.'\RKHILL does. however. pose some problems: :t •.viii 
~e J. nondigicai equipmenc in wh:i.c will evencuailv beco!Tle 
J. di~ic:i.i communicacions world. Rese:uch on :!itern<::.tive~ 

:·or securing- HF radios 1s. of cours~. ~ontinuin<!. 

i:1 che c-Hf & VHF porrions :if che iaOlO :rt·:JUt'f!C'." 

·::ecrrum che ~cene ~hangt.:'s. Hen:: :i1ere :., :::nou:::01 
Jandwidch :waiiabie co .1ccommo,::re che exrr:.i imoun: 
~equired bv :he encn·~rir•r: process. :\s :t --~sulc. 1:'1-

·~rrnrion can Se Jdded cu VHF ;J.nc\ U-IF rJ.cios e:;.sd..­
.,."ic.hour either prohibitive line ~encal coses or ~acritii.:es in 
· rH·~<: cualicv. :\~· !Jreseii<. ,:·,is ·:~··:~t:-:1~~:iir:t 'ir:ioi\· '.;·. . . 
· onr.tcting lme piece 11f encrl"?Cion eauipn:.:::< ::! ::~c: 

:r:insmittinl!; rn.dio Jnd :i.nocher :o :he rect!':in~ ~::!.c.i;1. 

Though rh·~ Linlv extra coses Jre chose or· rhe en~r::;:icion 

.:c1uipmenc chemselves. [his stili represents l reiJcivel:: 
'.arge invesrmenr per nee 1nd. ilong wich power .• ~ize :ln<.i 

weighc, is a ma1or reason why no more chan abom...8.% o;·· 
the current inventory of milirary caccical radios is secured: 

During World·· War II no ractical voice radios· were 
secured. The cechnology of che day simply did nor permit 
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1r. lc~rook ren rrucks (JiretalJyJ co carry one rerminal of 
• ~ur only secure voice equipmem from che beachhead co 

General Eisenhower's· headquarrers in Paris. Secure voice 
for tactical ·use- was completely unthinkable: a manpack 
unic was unimaginable. 

The· tiansiscor technology. of the fifties and incegrared 
. circuits of che sixties changed rhe piaure. and at che rime 

of the conflict in Southeast Asia, NSA rushed into 
production co provide tactical secure voice equipments to 
operate with the current [nvemory of military radios. Th[s 
equipment, NESTO£_, was produced in three forms. for 
use in an airplane, on board a ship. or on a ground vehicle 
or a man·s back.··· All three were cryptographic3.llv 
compatible-chat is. they could talk ~~~-~h ~her. le is 
these equipments· chat account for the 8%-of rhe l; .s. 
milirary rnccical radios chat ~re secureCl w<lay. Alcho,~.gi1 

>/ESTOR has some recognized shortcomings !excessi,·e 
weigh[, ~xcessive power requirements. suscepribiiiry co 
(:i.ding and interferenc;e and a cq·pcoprinciple developed in 
ch~· l 9'50s 1. producrion of [his equiprnti!< h:~s (uncinued 
inro tm 

:..Io new tactical voice crypco-equi pm<: ins ha•e beer. 
introduced incu the in..,encory since NESTOR~ R&D 
effom since che initial fielding of NESTOR. however. 
h:we been continuous. The evolution of large-Kale 
[ntegration-Metallic Oxide Semi-Conductor (MOS) 
technology__:during the pasc decade opened the door co 
the development of crypcographic hardware offering 
many importanr advantages over the NESTOR fam~ly of 
equipments. 

An improved system, VINSON, has completed the 
research-and-development p~ N~A and will be 
tested by the military· services during l 975. Ir is expected 
to be fielded in production quanticies fo~ ·operational use 
in 1977. 

The incroduction of the- VINSON equipment is 
significant in the evolution of voice security. Noc only 
does it represent the end of more than ten years of new 
equipment drought, but in a way it heralds the beginning 
of a new era in tactical voice security. In addition to 
impressive reductions in size, power consumption and 
weighc, VINSON offers a number of important 
improvements over NESTOR-improved securit 
ihrou h the use of a new er ro rinci le; 

''oice qualicy; 

Comsec modules which c:1.n be plugged into rJdios tu 

make chem secure and on devices in wh[ch the encryption 
circuirry is imerwoven into rhe radio circuicry itself These 
will effect ~en greater savings in cost . weight and size. 
And mosc impanandy. we can be sure of increased ucilirv 
by the ..:ommunicacors. These equipments wiH 0~ 

Jvai!able for use in the late 1970s and early 1980s . 
The procuremem program for tactical secure voice 

sy~cems over the next. five years is large-enough so. in 
fact. that iris expected 'co .. provlde'securitv for 100% of 
the critical caccical non-wireline c~~ffi"~~ic:'a'rion.'_. nets 
when implementation is completed. 

,., .. ..--· N SA2 5 X1 

.NSA25X3 
VINSON: Wideband tactical sec,ure vo•~- --i -·r-

ment expected ~o become operaciotr~L in 1977. 
,. :,;' ...... ,.:/ 

The sratus of this. coo,rttr;.~ voice security is undeniably 
poor at the momen~? S~re voice is the single most 
importanf areajil which improvement is needed if the 
U.S. is to achie~e a sacisfactory Comsec posture. For­
tunarely~.~~e fu{~re looks much bri~hrer. The turn of 
the decade shriuld also be a turning point for U.S. voice 
sec1Jrity. By i:hen we will have the equipmenc ro secure [he 
•rel~phon,es handling rhe information of the hi.~hesr 

> incelligence value to foreign interceprnrs; we will have 
· bulk encrypced rhe more sensitive microwave links; we 
.will have perfected a system for assuring long-term 
security procectio11 for HF radio communications; and we 
will have the newer. smaller and improved techniques for 

... ".""""-=;.-----__.an greater immunity to ading an f / ·-· securing the mulrirude o VHF UHF tactical radios 
interference. 

chroughouc the military services. Then, by about the mid. 
Tbe Future t b " ; 80s rhe Services . wi l tgin to l1eld a system ca lle<l 

The cryptoprinciplc of VINSON and the technology it ·~ 1~ A~. whic.h. ·will prov.ide, throu:g~ . a ... system of 
fostered h_ave been· :i!lcorporaced .. ini<!,;.e~peri.m:~~~~t ~.·: ·cen.tr.aJly ,lci<;!lt~· switc~es •. :.a:·,so~pletely'-~Ctlf'Cd.'· syst~m 

:T •• : :~ .. ·:; · :Y~.'.·:,: :~··. 
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~pcologically comtJ'lcable with exuong equipmems. 
which will permit subscribtt-to-subscriber security for all 

· calls, both local and long d.isrance, analog and digital. 
voice- and data.. 

In one sense, rhe cost for securing our voice 
communications- will be high. The U.S. Government price 
cag for secure voice equipment over the next live years 
exceeds a nalf-billion dollars-as much as rh.e govern­
menr h~~r;·_~U. ty~ of Comsec e<tuipmem com­
bined in the lasr .. ~e}}__y_~m, In return, we will real[2e a 
quantum jump in our ability co secure voice communica­
nons on a massive scale I 
I 

.__ ___________ _.\Until the bu~k- o; 
Federal elecrrical communicarions is encrypce<l 
automa.ti(allv . wichout user option. our far-A~""' 

.· 

. NSA25Xl 
'----,-----'~ho holds a.degree in ·1~dusrria1NSA2 SX 3 
~eeriog from L.he Unive.rs.iry .. ·of l l!inois. is cur 
serving as Chief of che· Briefing .\1anagemenc ;:iP · L ·, 8 6- 3 6 
of rhe Maoa.gemeot Scaff of che Communications ; 

: Securt{y' Organization. :-ie has served as A~sist;im 1· 

Hns:>ector General and held various managenal and 
! staff posicions in Comsec. He is 2. certified profes- ! 
j siooal in the engineering, Comsec, •~sources man- \ 
I agemenc and the industrial production ca.reer fields. 
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